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Key Regulatory Quotes
“Our aim is to improve the ability of
the financial services sector to
absorb the impact of an unexpected
event while continuing to perform its
most important activities for the UK
economy.”
Charlotte Gerken, Bank of England, June 2017

“I would like our firms to be
on a WAR footing: withstand;
absorb; recover.”
Resilience and continuity in an interconnected and changing
world

Speech given by Lyndon Nelson, Deputy CEO,
Executive Director

‘Operational resilience’ in this CP
refers to the ability of firms and the
financial sector as a whole to prevent,
adapt, respond to, recover, and learn
from operational disruptions.

Operational resilience is the ability
of firms and the financial sector as a
whole to prevent, adapt, respond
to, recover and learn from
operational disruptions.

UK PRA CP29/19

UK FCA CP 19/32

Operational Resilience and Operational Risk
§ “Operational resilience is an outcome that benefits from the effective
management of operational risk.” BCBS Principles for operational resilience, August 2020

§ “Thinking of operational resilience as the outcome we are seeking, and operational risk management as
the means by which this is achieved gives a clear focus for investment in both… So, to recap, operational
resilience is the outcome we are seeking and to do that we must manage operational risk effectively.”
Operational resilience – a progress report, Nick Strange Director, Supervisory Risk Specialists, 21st Annual Operational Risk Europe
Conference, London 14 May 2019

§ “Operational resilience is the ability to deliver operations, including critical operations and
core business lines, through a disruption from any hazard. It is the outcome of effective
operational risk management combined with sufficient financial and operational resources
to prepare, adapt, withstand and recover from disruptions.” US Federal Agencies, Sound
Practices to Strengthen Operational Resilience

Our Services to Help you Deliver Resilience
1. Assessment of the current
state and benchmarking
assessment using our
maturity assessment tool.

8. Testing important business
services with severe but
plausible scenarios.

9. Lessons learned exercises.

7. Setting impact tolerances
for each important business
service.

10. Develop internal and
external communications
plans for when important
business services are
disrupted.

3. Integrating Operational
Resilience to existing tools &
frameworks (e.g.
Governance, Risk Appetite,
BCM, DR, Incident
Management, Cyber
Security, RCSA, BIA, RRPs.)

6. Identifying the people,
processes, technology,
facilities and information that
support the important
business services (mapping).

11. Creating or providing
independent assurance of a
self-assessment document.

4. Training for the Board and
SMEs.

5. Identification of important
business services.

12. Integration of resilience
to the conduct and culture
programme.

2. Pilot Exercise and
production of a detailed
implementation Roadmap.

1
Define
Business
services and
identify
Important
Business
Services
against
regulatory
impact
categories

7

2
Establish
Impact
Tolerances - to
be signed off
by the Board.

3
Mapping of
critical
resources
(including 3rd
parties) to
support
Important
Business
Services

4
Design severe
but plausible
Scenarios to
test
vulnerabilities
in the delivery
of the
Important
Business
Service

5 6
Where impact
tolerance is
exceeded
examine
Lessons
Learned from
stress tests and
actual
incidents to
design
correcting
actions.

Ensure internal
and external
Communication
plans are in place
to be followed
when an event
occurs

Governance, Self-Assessment and Tools/ GRC

Identify Important Business Services and Impact
Tolerances (at least annual process)

At least once a year - identify important
business services – ‘a business service’ is
a service that a firm provides to an
external end user.
‘Important’ is where its disruption could
a) for PRA: pose a risk to the firm’s safety
and soundness or financial stability or B)
for FCA - cause intolerable levels of harm
to consumers or market integrity.

Set Impact Tolerances where disruption
to important business service would
pose a risk to either the firm’s safety and
soundness or financial stability, or the
point at which a disruption to an
important business service would cause
intolerable levels of harm to consumers
or market integrity. Regulators expect
the impact tolerances to be set with
reference to the maximum tolerable
duration for which the delivery of the
important business service would be
affected.

Firms must ensure they are able
to remain within impact
tolerance.

Mapping of Resources to Important Business Services
Firms need to identify
and document the
resources needed to
deliver each of the firm’s
important business
services.

Resources are: People
Processes Technology
Facilities Information
Third Parties

By mapping resources to
each important business
service, firms can be
assured that an
important business
service can remain within
the impact tolerance it
has set.

Regulators expect firms
to ensure mapping is
complete, accurate,
documented and signedoff at an appropriate level
by management.

Resources for important
business services can
potentially come from
across business areas,
entities (intra group and
other outsourcing) and
jurisdictions, which gives
need for a centralised
identification for these
inputs.

Scenario Testing
Firms should test their ability to remain within their impact tolerances for each of their important business
services in the event of a severe but plausible disruption of its operations.

In carrying out the scenario testing, firms should identify an appropriate range of adverse circumstances varying
in nature, severity and duration relevant to its business and risk profile.
Corruption, deletion or manipulation of data critical to delivery
Unavailability of facilities or key people

FCA propose the following scenario factors as guidance
Unavailability of third-party services critical to delivery
for firms to consider when testing:
Disruption to other market participants

Loss or reduced provision of technology underpinning delivery

The Operational Resilience Self-Assessment
The Self-Assessment document should include:
• The firm’s important business services
• The impact tolerances set for these important business services
• The firm’s approach to mapping, including how the firm has identified its
resources, and how it has used mapping to identify vulnerabilities and support
scenario testing
• The firm’s strategy for testing its ability to deliver important business services
within impact tolerances through severe but plausible scenarios, including a
description of the scenarios used, the types of testing undertaken and the
scenarios under which firms could not remain within their impact tolerances
• An identification of the vulnerabilities that threaten the firm’s ability to deliver
its important business services within impact tolerances, including the actions
taken or planned, and justifications for their completion time
• The firm’s lessons learned exercise
• The methodologies used to undertake the above activities

Avoiding the
Pitfalls

Fragmentation and
Duplication – avoid creating
duplicative ‘Resilience Risk’
Functions, repeating the
errors of conduct ‘risk’.

Failure to leverage the
Operational Risk
Management Framework –
operational resilience is an
outcome delivered through
the ORM framework.

SMF24 or SMF4 working in
isolation rather than in
partnership to deliver
resilience.

‘Reinventing the wheel’ –
failure to leverage existing
frameworks and tools,
including BCM, crisis
management, vendor
management, cyber
security, information
security and so forth.

‘Getting into the weeds!’
Avoid the temptation to
introduce unnecessary
complexity and granularity
(especially in the mapping
of resources to business
services).

The Regulatory Focus is Here to Stay
The Basel Committee on
Banking Supervision is
working on operational
resilience for companies
to maintain effective
service levels following an
IT disruption or other
form of outage.

The UK PRA is a member
of the BIS Working Group
and the work is being
conducted in concert with
a long-expected update
to the Basel Committee’s
Principles for the sound
management of
operational risk (PSMOR)
report.

Regulatory expectation is
this will not be a tick-box
exercise but should be
‘real’ and embedded into
the DNA of the firm.

The COVID-19 crisis is
focusing additional
regulatory attention on
resilience and will only
increase its importance.

FCA and PRA focus is
likely to increase on
identified sources of
operational incidents
where separate
regulatory requirements
already exist – cyber,
change management,
outsourcing and 3rd party
vendors.

On the Regulatory Agenda
Operational Resilience
could be the final nail in
the coffin for using EUCs.
Vendors of GRC systems
are considering how to
incorporate Operational
Resilience into their
software.

This could be an
opportunity for firms to
improve their risk culture
– the concept of
important business
services is easy to grasp at
all levels of an
organisation.

It is recognised the details
for Resources, Mappings,
Vulnerabilities,
Tolerances, Scenarios,
Testing will be firm
specific.

Going forward an
important factor in
finalising the content and
delivery of Change
Programs is expected to
be the impact on
Operational Resilience.

Viewed from a focus of
Operational Resilience
some strategic elements
of the business may be
reassessed including the
impact of change
programs - one of the
largest sources of
inadvertent customer
impact.

The topic and importance
of Operational Resilience
is on the agenda for UK
regulatory visits to the
head office of non-UK
firms.

A quick high-level assessment of the current state utilizing
SMEs would use the same method utilised by UK regulators
with some firms in Autumn 2019 before publication of the CPs.

Assessment of the current state
and end-to-end pilot

Production of a detailed
implementation Roadmap

A more detailed assessment and end-to-end Pilot would assess
the current state against the requirements of the CPs to
identify gaps where additional work is required. This would
form the basis of a report including proposed actions.

The production of a detailed implementation Roadmap to be
approved and monitored through appropriate governance is a
key tool for the successful implementation and oversight.

Important topics to be included in the Roadmap could include:
Governance; Training; Assessment of current state; Operating
model; Resource and budget requirements; The steps and key
deliverables required to achieve Operational Resilience.

Identifying where existing frameworks and tools can be
leveraged, including operational risk management, business
continuity, etc.

Integrating Operational
Resilience to existing tools &
frameworks

Training for the Board and
SMEs

Support for framework and tool enhancement - e.g. RCSA redesign, BCM business impact analysis.

Design and delivery of training for Boards, Senior Managers,
Risk Professionals and staff on operational resilience.

'Train the Trainer' support to Operational Resilience
implementation teams, Risk and Operations teams.

The key starting point is the identification of important
business services viewed from the customer perspective or
that of systemic impact.

Identification of important
business services

Identifying the people,
processes, technology, facilities
and information that support
the important business services
(mapping)

An important business service will be clearly identifiable as a
separate service so the impacts of disruption (through
process, cyber security or technology failures, etc) are clear.

Firms need to identify and document the resources needed
to deliver each of the firm’s important business services.
Resources are regarded as People, Processes, Technology,
Facilities, Information and Third Parties.

Mapping should help identify vulnerabilities which may
include lack of substitutability, high complexity, single points
of failure, concentration risk, dependencies on third-parties
and matters outside of a firm’s control eg power failures.

Impact tolerance is the maximum tolerable level of disruption
assuming disruption will occur. It should always include the
maximum tolerable duration and could also include other
considerations such as volume or a measure of data integrity.

Setting impact tolerances for
each important business
service

Tolerance factors to be considered: The number and types of
consumers affected; Financial loss to consumers or the Firm;
Reputational damage; Market or consumer confidence;
Contagion risks; Data concerns.

Scenario testing
and Lessons learned exercises

Support on the design of severe but plausible scenarios to test
impact tolerances.

Conducting 'lessons learned' workshops

Leverage communication plans already in place as part of
existing incident or crisis management plans.

Develop internal and external
communications plans for
when important business
services are disrupted
Creating or providing
independent assurance of a
self-assessment document

As part external communications plans, consider in advance
of a disruption how you would provide important warnings or
advice quickly to consumers and other stakeholders.

Conducting independent self-assessment review.

Independent review and challenge of firm's self-assessment
document.

Building a Resilient Culture

Identifying the current culture
through culture workshops.

Establishing target values to support
a resilience culture.

Establishing and embedding target
behaviours.

Delivering culture change to support
operational resilience.

Why Us?
100+ years collective
experience in risk and
regulation in banks and
financial services firms

Practical experience of
working on operational
resilience in large
institutions

Deep knowledge of
banking processes, risk
and control frameworks

Strong record of
successful project
delivery

Considerable experience
of working under
pressure on regulatory
projects

Emphasis on value,
proportionality,
effectiveness and a
commitment to not ‘reinvent the wheel’

Strong network of
associates and partners
to leverage

Relationships with
system vendors where
system support is
required

A focus on 'resilience by
design' to create
efficiencies and ensure
compliance.
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Best known for the years at the UK FSA and
PRA, where he headed the team providing
OR subject matter expertise to supervisors
and also sat on the BCBS OR Working
Group. Subsequently held OR roles at HSBC
and Credit Suisse.

David has over 30 years experience at a
GSIFI bank covering senior roles in
Operations and Risk Management at the
MD level having started his career as a
dealer. He has in depth practical
experience of resilience from both a first
and second line perspective.

Jimi has over 25 years’ experience in
operational risk and regulation gained at
the UK regulator and a GSIFI bank. Since
2016 he has been a consultant specializing
in operational risk and regulation working
with banks, investment firms and pension
schemes.
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